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Anti-Malware
Anti-Malicious Software (TecTt Ne2 ot 01.2009)

Tabnuua la: KpaTKMe pe3ynbTaTbl TEeCTa CaMO3allnUTbl U NOoJTy4YeHHblIe Harpaabl

TeCTUDYEMBI NDOAVKT Harpana Bcero 6annos % OT MakcMMarnbHO
24 poRy pan (makcumym 38) BO3MOXHOIo
Platinum
Self-Protection
Award
Dr.Web Security Space 5.0 1 pgrare ™ 38 100%
Platinum Self-Protection
Award
Outpost Security Suite Pro 2009 36,5 96%
Gold
Kaspersky Internet Security 2009 Self-Protection 35,5 93%
y Award
Norton Internet Security 2009 S 34 89%
Avast! 4 Professional Edition 4.8 Gold Self-Protection 33 87%
Award
VBA32 Personal 3.12 30,5 80%
ZoneAlarm Security Suite 8.0 Silver 29,5 78%
Self-Protection
Award
<""LMalwa“"‘o
Panda Internet Security 2009 Silver Self-Protection 23,5 62%
Award
F-Secure Internet Security 2009 22 58%
McAfee Internet Security 2009 Bronze 21 55%
Microsoft Windows Live OneCare 2.5 Self-Protection 20,5 54%
Trend Micro Internet Security 2009 quardo 19,5 51%
g, awa‘e"

Avira Premium Security Suite 8.1 e 19 50%
ESET Smart Security 3.0 Bronze Self-Protection 18,5 49%
Award
BitDefender Internet Security 2009 18,5 49%
Sophos Anti-Virus 7.6 Tecr 12,5 33%
nposaneH




Ta6nuua 16: KonunyecTBO ycnewHO oTpaXKeHHbIX U NMPONYLIEeHHbIX aTak, CyMMapHbIA pacyeT 6annosB

Kon-Bo oTpaeHHbIX aTak
Konunyectso

NPOMyLLEHHbIX aTak, Bcero 6annos

TecTYDYEeMbIN MDOOVKT KonuyecTtBo NONHOCTLIO KonuyecTtBo YacTnyHo
py poAy OTCYTCTBME CamMO3aLLUThbI (makcumym 38)

OTpPaXKEHHbIX aTak OTPaXKEHHBIX aTaK :
(1 6ann) * (0.5 Ganna) 2 (0 6annos)

Dr.Web Security Space 5.0
Outpost Security Suite Pro 2009
Kaspersky Internet Security 2009
Norton Internet Security 2009
Avast! 4 Professional Edition 4.8
VBA32 Personal 3.12
ZoneAlarm Security Suite 8.0
Panda Internet Security 2009

NjwliN|B™INMINM]O|O

F-Secure Internet Security 2009 6 13 22
McAfee Internet Security 2009 22 6 21
Microsoft Windows Live OneCare 2.5 21 7 20,5
Trend Micro Internet Security 2009 25 6 19,5
Avira Premium Security Suite 8.1 24 7 19
ESET Smart Security 3.0 25 7 18,5
BitDefender Internet Security 2009 27 6 18,5
Sophos Anti-Virus 7.6 21 15 12,5

1) - CamosawmTa npogykTa cpaboTasna nofHOCTLIO YCMELLHO.
2) - Camo3aluu1Ta OT 3TOr0 BMa aTaku YaCTUYHO OTCYTCTBYET, HO OCHOBHOM (DYHKLIMOHAN NPY 3TOM COXPaHWUICS (aBTOMaTUYECKN BOCCTAHOBMIICS).
3) - Camo3saluuTa OT 9TOro BMa aTaku NofHOCTLI0 OTCYTCTBYET UMK €CTb, HO OCHOBHOM (PYHKLIMOHAN BbIBELEH U3 CTPOS.
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Tabnuua 2a: UToroBble pe3ynbTaTbl TECTUPOBAHUA (CUCTEMHbIN YPOBEHb)

Cymma 6annos OueHka
(max 7) pe3ynbTaToB

TecTupyembli NpoayKT
Dr.Web Security Space 5.0
Outpost Security Suite Pro 2009
Avast! 4 Professional Edition 4.8 OTnnyHo
Norton Internet Security 2009
Panda Internet Security 2009

1 6ann
Camosaluuta cpaboTana nofnHOCTbIO yCneLLHO.

Kaspersky Internet Security 2009 XopolLo 0.5 6anna CamosaLuTa OT 3TOro BUAA aTakn YaCTUYHO OTCYTCTBYET, HO OCHOBHOI hyHKLIMOHAN
ZoneAlarm Security Suite 8.0 +/- npu 3TOM COXpPaHuUmcs (aBToMaTUYeCKn BOCCTAHOBUICS).

Trend Micro Internet Security 2009 Ypoen.

BitDefender Internet Security 2009 0 6annos CamosalumTa oT 3TOro BMAA aTaky NONHOCTLI0 OTCYTCTBYET UMM €CTh, HO OCHOBHOM

McAfee Internet Security 2009 :l yHKLMOHAN BbIBEAEH M3 CTPOS.
Sophos Anti-Virus 7.6

VBAS32 Personal 3.12

Avira Premium Security Suite 8.1
ESET Smart Security 3.0
F-Secure Internet Security 2009

Tect
npoBarneH

Microsoft Windows Live OneCare 2.5

Tabnuua 26: NMoapob6HbIe pe3ynbTaTbl TECTUPOBAHUSA (CUCTEMHbIN YPOBEHb)
System Registry Keys

Integrated Security Solution / . o issi o Modify or Remove Important Keys Summal
9 y File Permission permission Moduls Modification| AV Database fy P 4 4

Self-Protection Level ificati - - - oints
Modification Modification of or Removing Removing Start-up K Service Configuration (points)
Registry Keys tart-up Keys Keys Keys

Avast! 4 Professional Edition 4.8 [ -] 6,0

Microsoft Windows Live OneCare 2.5 - - - - - - - 0,0
Avira Premium Security Suite 8.1 - - - - - - - 0,0
BitDefender Internet Security 2009 2,0
Dr.Web Security Space 5.0 7,0
ESET Smart Security 3.0 0,0
F-Secure Internet Security 2009 0,0
Kaspersky Internet Security 2009 5,0
McAfee Internet Security 2009 1,0
Norton Internet Security 2009 [ -] 6,0
QOutpost Security Suite Pro 2009 6,5
Panda Internet Security 2009 [ -] 6,0
Sophos Anti-Virus 7.6 1,0
Trend Micro Internet Security 2009 3,0
VBA32 Personal 3.12 0,5
ZoneAlarm Security Suite 8.0 [ -] 4,5
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Ta6nuua 3a: UToroBble pe3ynbTaTbl TECTUPOBaHUA (3aBepLUeHUE NPOLEeCCOoB)

. Cymma 6annos OueHka
USRI EA (max 20) pe3ynbTaToB
Dr.Web Security Space 5.0
Kaspersky Internet Security 2009
Outpost Security Suite Pro 2009
VBAS32 Personal 3.12

Norton Internet Security 2009

1 6ann

OTnuyHo Camozalwymta cpa60Tana NOJIHOCTbLIO YCrneLHo.

Avast! 4 Professional Edition 4.8 0.5 6anna Camo3salyuta oT 3TOro BuAa aTtaku YaCTUYHO OTCYTCTBYET, HO OCHOBHOW (hyHKLIMOHAN
ZoneAlarm Security Suite 8.0 +/- npu 3TOM COXpaHuncs (aBTomaTnyeckn BOCCTaHOBUIICS).

F-Secure Internet Security 2009 Xopotwo

Panda Internet Security 2009 0 6annoB Camo3saluuta oT 3TOro BuAa aTtaku NOSIHOCTbI OTCYTCTBYET UMK €CTb, HO OCHOBHOM
Microsoft Windows Live OneCare 2.5 :l byHKLMOHanN BbIBEAEH M3 CTPOS.

McAfee Internet Security 2009
ESET Smart Security 3.0

Avira Premium Security Suite 8.1 Yposn.
BitDefender Internet Security 2009
Trend Micro Internet Security 2009

Sophos Anti-Virus 7.6 TecTt npoBaneH

Tabnuua 36: Moapo6Hble pe3ynbTaTbl TECTUPOBaHUA (3aBepLUeHMe NPOoLEeCcCcoB), YacTb #1
Processes
Process Termination

Integrated Security Solution / User Level API

Self-Protection Level From Task ) ) Terminate Debug WinStation
Terminate Terminate

Manager End Task Process Active Terminate
Process Threads
Process Process

Avast! 4 Professional Edition 4.8
Microsoft Windows Live OneCare 2.5
Avira Premium Security Suite 8.1
BitDefender Internet Security 2009
Dr.Web Security Space 5.0
ESET Smart Security 3.0
F-Secure Internet Security 2009
Kaspersky Internet Security 2009
McAfee Internet Security 2009
Norton Internet Security 2009
Outpost Security Suite Pro 2009
Panda Internet Security 2009
Sophos Anti-Virus 7.6
Trend Micro Internet Security 2009
VBAS32 Personal 3.12
ZoneAlarm Security Suite 8.0




User Level API
Integrated Security Solution /

Self-Protection Level “Bruteforce”
Remove after

message
g System Reboot

posting

WM_CLOSE

Avast! 4 Professional Edition 4.8
Microsoft Windows Live OneCare 2.5

Ta6nuua 3B: Moapo6HbIe pe3ynbTaTbl TECTUPOBAHUA (3aBepLUEHME NMPOLIeCCOoB), YacTb #2

Processes
Process Termination
Send Message

Combinatio

n with
COMMAND |SC_CLOSE
parameter

WM_QUIT

+/-

Using
PostMessage
instead of
SendMessage

+/-

Using
SendMessageCallba
ck instead of
SendMessage

+/-

Avira Premium Security Suite 8.1

BitDefender Internet Security 2009
Dr.Web Security Space 5.0

ESET Smart Security 3.0
F-Secure Internet Security 2009
Kaspersky Internet Security 2009
McAfee Internet Security 2009
Norton Internet Security 2009
Outpost Security Suite Pro 2009
Panda Internet Security 2009
Sophos Anti-Virus 7.6

Trend Micro Internet Security 2009
VBAS32 Personal 3.12
ZoneAlarm Security Suite 8.0




Ta6nuua 3r: MoapobHble pe3ynbTaTbl TECTUPOBaHUA (3aBepLUeHMe NPOoLEeCcCoB), YacTb #3
Processes

Send Message Kernel Level API

Integrated Security Solution / Summary

Self-Protection Level Using Using _ _ (points)
SendNotifyMess|PostThreadMessag ZwTerminate ZwTerminate

age instead of e instead of Process Thread
SendMessage SendMessage

Avast! 4 Professional Edition 4.8 +/-
Microsoft Windows Live OneCare 2.5 +/- +/-
Avira Premium Security Suite 8.1 +/- +/-
BitDefender Internet Security 2009

Dr.Web Security Space 5.0
ESET Smart Security 3.0
F-Secure Internet Security 2009
Kaspersky Internet Security 2009
McAfee Internet Security 2009
Norton Internet Security 2009
Outpost Security Suite Pro 2009
Panda Internet Security 2009
Sophos Anti-Virus 7.6

Trend Micro Internet Security 2009
VBAS32 Personal 3.12
ZoneAlarm Security Suite 8.0
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Tabnuua 4a: UToroBble pe3ynbTaTbl TECTUPOBaHMA (MoaUMKaLMA NPOLLECCOB)

Cymma 6annos OueHka
(max 9) pe3ynbTaToB

TecTupyembli NpoayKT
Dr.Web Security Space 5.0
Kaspersky Internet Security 2009
Norton Internet Security 2009 1 6ann
Camosalumta cpaboTtana nofnHOCTbI0 YCMEeLLHO.
VBA32 Personal 3.12 OTAnIHO [+ ]
Outpost Security Suite Pro 2009

Avast! 4 Professional Edition 4.8 0.5 6anna Camo3alLuTa OT 3TOr0 BiAA aTaki YaCTUYHO OTCYTCTBYET, HO OCHOBHOV

ZoneAlarm Security Suite 8.0 “ YHKLMOHAN Npy 3TOM COXPaHUNCS (aBTOMAaTUYECKN BOCCTAHOBUMCS).
Avira Premium Security Suite 8.1

McAfee Internet Security 2009 0 Gannos Camo3alLuTa OT 3TOrO BUAA aTaku MOMHOCTbI0 OTCYTCTBYET WK €CThb, HO

Microsoft Windows Live OneCare 2.5 Xopoliio :l OCHOBHOW (PYHKLMOHanN BbIBEAEH 13 CTPOS.

ESET Smart Security 3.0
BitDefender Internet Security 2009
F-Secure Internet Security 2009
Trend Micro Internet Security 2009
Sophos Anti-Virus 7.6

YnoBrn.

Panda Internet Security 2009 TecT npoBaneH

Ta6nuua 46: Moapo6HbIe pe3ynbTaTbl TECTUPOBAHUA (MOoAUGMKALIMA NPOLLECCOB)

Ava 4 Profe ona dition 4.8 - +/- 7,5
0SO do e OneCare +/- +/- +/- +/- 7,0
Avira Pre e e 8 +/- +/- +/- +/- 7,0
BitDefende ernet Se 009 +/- +/- +/- +/- +/- +/- +/- 55
D eb Se pace 0 9’0
a e 0 +/- +/- +/- +/- +/- +/- 6,0

ecure Internet Se 009 +/- - +/- - +/- 5,5
aspe ernet Se 009 9,0
Afee Internet Se 009 +/- +/- +/- +/- 7,0
orto SIE e 009 9,0
Outpo e e Pro 2009 +/- 8,5
Panda ernet Se 009 +/- - o - +/- - +/- 3,5
ophos A 6 +/- - - +/- +/- +/- +/- 4,5
end o Internet Se 009 +/- - +/- +/- +/- +/- +/- 5,0
BA32 Persona 9,0
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Tabnuua 5a: UToroBble pe3ynbTaTbl TECTUPOBAHMUA (3aWMTa ApaiBepoB)

OueHka
pesynbTaToB

TecTupyembli NpoayKT QLN
(max 2)

Avast! 4 Professional Edition 4.8

Dr.Web Security Space 5.0

F-Secure Internet Security 2009

Trend Micro Internet Security 2009

VBAS32 Personal 3.12

ZoneAlarm Security Suite 8.0

Avira Premium Security Suite 8.1

BitDefender Internet Security 2009

ESET Smart Security 3.0

Kaspersky Internet Security 2009

OTnuyHo

= XopolLuo
McAfee Internet Security 2009
Microsoft Windows Live OneCare 2.5
Outpost Security Suite Pro 2009
Panda Internet Security 2009
Norton Internet Security 2009
YpoBn.

Sophos Anti-Virus 7.6

Ta6nuua 56: Moapo6HbIe pe3ynbTaTbl TECTUPOBAHUA (3alWMTa ApaiBepoB)
Processes

Integrated Security Solution / Driver Unloading

Self-Protection Level Halt Uninstall
Driver Driver

Summary
(points)

Avast! 4 Professional Edition 4.8

1 6ann
Camosaluuta cpaboTana nofnHOCTbIO YCNeLLHO.

0.5 6anna Camo3alyuTa oT 3TOro BUAa aTaky HacTUYHO OTCYTCTBYET, HO OCHOBHOW (DyHKLIMOHAN
+/- Npu 3TOM CoXpaHurcs (aBTomMaTU4ecky BOCCTaHOBUIICS).
0 6annoB

Camo3allmTa OT 3TOro Buaa aTaku NOMHOCTbLIO OTCYTCTBYET UNN €CTb, HO OCHOBHOWN
(byHKLI,VIOHaJ'I BbIBEAEH U3 CTPOA.

H

Microsoft Windows Live OneCare 2.5

Avira Premium Security Suite 8.1

BitDefender Internet Security 2009

Dr.Web Security Space 5.0

ESET Smart Security 3.0

F-Secure Internet Security 2009

Kaspersky Internet Security 2009

McAfee Internet Security 2009

Norton Internet Security 2009

Outpost Security Suite Pro 2009

Panda Internet Security 2009

Sophos Anti-Virus 7.6

Trend Micro Internet Security 2009

VBA32 Personal 3.12

ZoneAlarm Security Suite 8.0




